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PART I
User’s Guide
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CHAPTER  1 
Introducing the ZyWALL
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1.2  Rack-mounted Installation
The ZyWALL can be mounted on an EIA standard size, 19-inch rack or in a wiring 
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1.5  Starting and Stopping the ZyWALL
Here are some of the ways to start and stop the ZyWALL.
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CHAPTER  2 
Features and Applications
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2.2.3  User-Aware Access Control
Set up security policies that restrict access to sensitive information and shared 
resources based on the user who is trying to access it.

Figure 8   Applications: User-Aware Access Control
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5 The screen above appears every time you log in using the default user name and 
default password. If you change the password for the default user account, this 
screen does not appear anymore.
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3.3.1  Title Bar
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4.1.3  Internet Access: PPPoE
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4.1.5  ISP Parameters 
• Authentication Type
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• IP Address Assignment
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5.5  VPN Express Wizard - Scenario 
Click the Express radio button as shown in Figure 45 on page 82 to display the 
following screen.

Figure 46   VPN Express Wizard: Step 2 

Rule Name: Type the name used to identify this VPN connection (and VPN 
gateway). You may use 1-31 alphanumeric characters, underscores (_
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• Remote Access (Client Role) - Choose this to connect to an IPSec server. This 
ZyWALL is the client (dial-in user) and can initiate the VPN tunnel.  
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Table 15   ZyWALL USG 100 Default Port, Interface, and Zone Configuration 

• The WAN zone contains the wan1 and wan2 interfaces (physical ports P1 and 
P2). They use public IP addresses to connect to the Internet.
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Always use Maintenance > Shutdown > Shutdown or the shutdown 
command before you turn off the ZyWALL or remove the power. Not 
doing so can cause the firmware to become corrupt. 

MENU ITEM(S) Maintenance > Shutdown
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• This example does not use the ext-wlan interface (for Ethernet-connected APs) 
so you remove port P6 from the ext-wlan interface and add it to the dmz 
interface instead. 

Figure 61   Ethernet Interface, Port Roles, and Zone Configuration Example    

7.1.1  Configure a WAN Ethernet Interface
You need to assign the ZyWALL’s wan1 interface a static IP address of 1.2.3.4. 
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2 Enter VPN as the name, select  Default_L2TP_VPN_Connection
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6 The ZyWALL automatically adds the cellular interface to the system default WAN 
trunk. If the ZyWALL is using a user-configured trunk as its default trunk and you 
want this cellular interface to be part of it, use the Trunk screens to add it.

This way the ZyWALL can automatically balance the traffic load amongst the 
available WAN connections to enhance overall network throughput. Plus, if a WAN 
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2 Name the trunk and set the Load Balancing Algorithm field to Weighted 
Round Robin. 

Add  wan1 and enter 2 in the 
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Figure 74   Configuration > Network > Interface > WLAN > Add  
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3 Select WPA2 as the security type and click Next.
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6
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1 In Internet Explorer, click Tools > Internet Options > Content and click the 
Certificates button.
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6 The Internet Explorer Certificates screen remains open after the import is 
done. You can see the newly imported certificate listed in the Trusted Root 
Certification Authorities tab. The values in the Issued To and Issued By fields 
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1 Click Configuration > Object > Address
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7.5.3  Configure Security Policies for the VPN Tunnel
You configure security policies based on zones. The new VPN connection was 
assigned to the IPSec_VPN zo
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7.6.0.1  Hub-and-spoke VPN Requirements and Suggestions
Consider the following when im
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7.7.2  Set Up User Groups
Set up the user groups and assign the users to the user groups.

1 Click Configuration > Object > User/Group > Group. Click the Add icon.

2
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2 Now you add ext-group-user user objects to identify groups based on the group 
identifier values. Set up one user account for each group of user accounts in the 
RADIUS server. Click 
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4 Turn on authentication policy and click Apply.

Figure 119   Configuration > Auth. Policy     

The following figure shows an error message example when a user’s computer 
does not meet an endpoint securi





Chapter 7 Tutorials

ZyWALL USG 100/200 Series User’s Guide







 Chapter 7 Tutorials

ZyWALL USG 100/200 Series User’s Guide 167

1 Use Configuration > Object > Address > Add to create an address object for 
the public WAN IP address (called WAN_IP-for-H323 here). Then use it again to 
create an address object for the H.323 device’s private LAN1 IP address (called 
LAN_H323 here).

Figure 128   
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7.12.1  Create the Address Objects
Use 
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address 1.1.1.2 that you will use on the wan2 interface and map to the IPPBX’s 
private IP address of 192.168.3.7. The local SIP clients are on the LAN.

Figure 136   IPPBX Example Network Topology
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7.13.1  Turn On the ALG
Click Configuration > Network > ALG. Select Enable SIP ALG and Enable 
SIP Transformations and click Apply
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• Click OK. 

Figure 140   Configuration > Network > NAT > Add  

7.13.4  Set Up a WAN to DMZ Firewall Rule for SIP 
The firewall blocks traffic from the WAN zone to the DMZ zone by default so you 
need to create a firewall rule to allow the public to send SIP traffic to the IPPBX. If 
a domain name is registered for IP address 1.1.1.2, users can use it to connect to 
for making SIP calls.
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An Ethernet switch connects both ZyWALLs’
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8.3  Configuring the Default L2TP VPN 
Connection Example
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3 Select the 
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• The other fields are left to the defaults in this example, click Apply.
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2 Select Connect to a workplace and click Next.

Figure 159   Set up a connection or network: Chose a connection type

3 Select Use my Internet connection (VPN).

Figure 160   Connect to a workplace: How do you want to connect?
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8 Click Security, select Advanced (custom settings) and click Settings.

Figure 165   Connect L2TP to ZyWALL: Security

9 Set Data encryption to Optional encryption (connect even if no 
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19 Click the L2TP connection’s View status link to open a status screen. 

Figure 176   Network and Sharing Center

20 Click Details to see the address that you received is from the L2TP range you 
specified on the ZyWALL (192.168.10.10-192.168.10.20).

Figure 177   
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10 Click 
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14 Click Networking. Select L2TP IPSec VPN as the Type of VPN. Click OK.

Figure 188   L2TP to ZyWALL Properties: Networking

15 Enter the user name and password of your ZyWALL account. Click Connect.

Figure 189   
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18 Click Details to see the address that you received is from the L2TP range you 
specified on the ZyWALL (192.168.10.10-192.168.10.20).

Figure 191   ZyWALL-L2TP Status: Details

19
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4 Select For all users and click Next.

Figure 217   
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PART II
Technical Reference
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The following front and rear panel labels display when you hover your 
cursor over a connected interface or slot.

Name This field displays the name of each interface. 

Slot This field displays the name of each extension slot. 

Device This field displays the name of the device connected to the extension slot 
(or none 
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Boot Status This field displays details about the ZyWALL’s startup state.

OK -  The ZyWALL started up successfully.
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9.2.2  The Memory Usage Screen
Use this screen to look at a chart of the ZyWALL’s recent memory (RAM) usage. To 
access this screen, click 
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9.2.4  The VPN Status Screen
Use this screen to look at the VPN tunnels that are currently established. To access 
this screen, click VPN Status in the dashboard.

Figure 230   Dashboard > VPN Status

The following table describes the labels in this screen.  

9.2.5  The DHCP Table Screen
Use this screen to look at the IP addresses currently assigned to DHCP clients and 
the IP addresses reserved for specific MAC addresses. To access this screen, click 
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You use the 
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User This field displays when View is set to all sessions. Type the user 
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10.12.3   Application Patrol 
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10.12.4   Application Patrol Statistics: Individual Protocol 
Statistics by Rule

The bottom of the Monitor > AppPatrol Statistics screen displays statistics for 
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The following table describes the labels in this screen.  

10.13  The IPSec Monitor Screen 
You can use the IPSec Monitor screen to display and to manage active IPSec 
SAs. To access this screen, click 
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The statistics display as follows when you display the top entries by source.

Figure 255   Monitor > Anti-X Statistics > IDP: Source 

The statistics display as follows when you display the top entries by destination.

Figure 256   Monitor > Anti-X Statistics > IDP: Destination 
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CHAPTER  12 
Signature Update

12.1  Overview
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• Use the Virtual Interface screen (Section 13.11 on page 365) to create virtual 
interfaces on top of Ethernet interfaces to tell the ZyWALL where to route 
packets. You can create virtual Ethernet interfaces, virtual VLAN interfaces, and 
virtual bridge interfaces.

• Use the Trunks screens (Chapter 14 on page 373
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Enable 
Connectivity 
Check

Select this to turn on the connection check.
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Enable 
Interface

Select this to enable this interface. Clear this to disable this interface.

Interface 
Properties

Interface 
Name

Specify a name for the interface. It can use alphanumeric characters, 
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Figure 275   
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The following table describes the general wireless LAN labels in this screen.
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13.8.1  VLAN Summary Screen
This screen lists every VLAN interface and virtual interface created on top of VLAN 
interfaces. To access this screen, click Configuration > Network > Interface > 
VLAN.
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13.8.2  VLAN Add/Edit 
This screen lets you configure IP address assignment, interface bandwidth 
parameters, DHCP settings, and connectivity check for each VLAN interface. To 
access this screen, click the Add icon at the top of the Add
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Figure 287   
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13.9  Bridge Interfaces 
This section introduces bridges and bridge interfaces and then explains the 
screens for bridge interfaces.

Bridge Overview

A bridge creates a connection between two or more network segments at the 
layer-2 (MAC address) level. In the following example, bridge X connects four 
network segments.
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Figure 289   Configuration > Network > Interface > Bridge > Add  
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IP Pool Start 
Address

Enter the IP address from which the ZyWALL begins allocating IP 
addresses. If you want to assign a static IP address to a specific 
computer, click Add Static DHCP.

If this field is blank, the 
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13.11  Virtual Interfaces 
Use virtual interfaces to tell the ZyWALL where to route packets. Virtual interfaces 
can also be used in VPN gateways (see Chapter 25 on page 479) and VRRP groups 
(see Chapter 39 on page 713).
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For example, if the ZyWALL gets a pa
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2
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interface. This fully utilizes the bandwidth of the first interface to reduce Internet 
usage fees and avoid overloading the interface.

In this example figure, the upper threshold of the first interface is set to 800K. 
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15.4  Policy Routing Technical Reference
Here is more detailed information about some of the features you can configure in 
policy routing.

NAT and SNAT
NAT (Network Address Translation - NAT, RFC 1631) is the translation of the IP 
address in a packet in one network to a different IP address 
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following twelve DSCP encodings from AF11 through AF43. The decimal equivalent 
is listed in brackets.

Port Triggering 
Some services use a dedicated range of ports on the client side and a dedicated 
range of ports on the server side. With regular port forwarding, you set the port(s) 
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Click Configuration > Network > Routing > OSPF to open the following 
screen.
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408
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CHAPTER  17 
Zones

17.1  Zones Overview
Set up zones to configure network security and network policies in the ZyWALL. A 
zone is a group of interfaces and/or VPN tunnels. The ZyWALL uses zones instead 
of interfaces in many security and policy
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17.1.2  What You Need to Know

Effects of Zones on Different Types of Traffic
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17.3  Zone Edit 
The Zone Edit
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20.1.2  What You Need to Know

Web Proxy Server

A proxy server helps client devices make indirect requests to access the Internet 
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• a application patrol rule to allow HTTP traffic between dmz and wan1.
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CHAPTER  21 
ALG

21.1  ALG Overview
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• See Section 21.3 on page 445 for ALG background/technical information.

21.1.3  Before You Begin
You must also configure the firewall and enable NAT in the ZyWALL to allow 
sessions initiated from the WAN.

21.2  The ALG Screen 
Click Configuration > Network > ALG to open the ALG screen. Use this screen 
to turn ALGs off or on, configure the port numbers to which they apply, and 
configure SIP ALG time outs. 

Note: If the ZyWALL provides an ALG for a service, you must enable the ALG in order 
to use the application patrol on that service’s traffic.  

Figure 330   
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connections to the second (passive) interface when the active interface’s 
connection goes down. When the active in
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22.2.1  IP/MAC Binding Edit
Click Configuration > Network > IP/MAC Binding > Edit to open the IP/
MAC Binding Edit screen. Use this screen to configure an interface’s IP to MAC 
address binding settings. 

Figure 333   Configuration > Network > IP/MAC Binding > Edit    
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CHAPTER  23 
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Now you configure a LAN1 to WAN firewall rule that allows IRC traffic from the IP 
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9 The firewall rule appears in the firewall rule summary.

Figure 347   
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4 The ZyWALL then sends it to the computer on the LAN1 in Subnet 1. 

Figure 348   Using Virtual Interfaces to Avoid Asymmetrical Routes    

24.2.1  Configuring the Firewall Screen
Click Configuration > Firewall to open the Firewall
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• The ordering of your rules is very im





 Chapter 24 Firewall



Chapter 24 Firewall

ZyWALL USG 100/200 Series User’s Guide474

24.3  The Session Limit Screen
Click 
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• Use the VPN Gateway screens  (see Section 25.2.1 on page 484
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Encryption Key This field is applicable when you select an Encryption Algorithm. 
Enter the encryption key, which depends on the encryption algorithm.

DES - type a unique key 8-32 characters long

3DES - type a unique key 24-32 characters long

AES128
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25.3  The VPN Gateway Screen
The VPN Gateway
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Negotiation 
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changes through the SSL policies that use the object(s). When you delete an SSL 
policy, the objects are not removed.  
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CHAPTER  27 
SSL User Screens

27.1  Overview
This chapter introduces the remote user SSL VPN screens. The following figure 
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System Requirements

Here are the browser and computer system requirements for remote user access. 

• Windows 7 (32 or 64-bit), Vista (32 or 64-bit), 2003 (32-bit), XP (32-bit), or  
2000 (32-bit) 

• Internet Explorer 7 and above or Firefox 1.5 and above

• Using RDP requires Internet Explorer

• Sun’s Java (Java Runtime Environment or ‘JRE’) installed and enabled with a 
minimum version of 1.6.
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7
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10 If a screen like the following displays, click Continue Anyway to finish installing 
the SecuExtender client on your computer.

Figure 387   Hardware Installation Warning   

11 The Application screen displays showing the list of resources available to you. 
See Figure 388 on page 541 for a screen example. 

Note: Available resource links vary depending on the configuration your network 
administrator made. 
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3 An information screen displays to indicate that the SSL VPN connection is about to 
terminate. 

Figure 391   
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29.2  The Main File Sharing Screen 
The first File Sharing 
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29.7  Uploading a File
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connected but not send any traffic throug
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VPN Connection Select the IPSec VPN connection the ZyWALL uses for L2TP VPN. All of 
the configured VPN connections display here, but the one you use must 
meet the requirements listed in IPSec Configuration Required for L2TP 
VPN on page 559.



ZyWALL USG 100/200 Series User’s Guide









 Chapter 32 Application Patrol

ZyWALL USG 100/200 Series User’s Guide









 Chapter 32 Application Patrol

ZyWALL USG 100/200 Series User’s Guide 571

• Enable maximize bandwidth usage so the SIP traffic can borrow unused 
bandwidth.
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Schedule Select a schedule that defines when the policy applies or select Create 
Object
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33.1.2  What You Need to Know 
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The following table describes the labels in this screen.

Table 154   Configuration > Anti-X > Anti-Virus > General
LABEL DESCRIPTION
Show Advance 
Settings / Hide 
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The following table describes the labels in this screen.
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column’s heading cell to sort the table entries by that column’s criteria. Click the 
heading cell again to reverse the sort order.

Figure 428   
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If Internet Explorer opens a warning screen about a script making Internet 
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33.7  Anti-Virus Technical Reference
Types of Computer Viruses 

The following table describes some of the common computer viruses. 
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IDP Profiles

An IDP profile is a set of related IDP signatures that you can activate as a set and 











 Chapter 34 IDP

ZyWALL USG 100/200 Series User’s Guide 611



Chapter 34 IDP

ZyWALL USG 100/200 Series User’s Guide612

34.5  Creating New Profiles 
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Action To edit what action the ZyWALL takes when a packet matches a signature, 
select the signature and use the Action icon.

none: Select this action on an individual signature or a complete service 
group to have the ZyWALL take no action when a packet matches the 
signature(s).

drop: Select this action on an individual signature or a complete service 
group to have the ZyWALL silently drop a packet that matches the 
signature(s). Neither sender nor receiver are notified.

reject-sender: Select this action on an individual signature or a complete 
service group to have the ZyWALL send a reset to the sender when a 
packet matches the signature. If it is a TCP attack packet, the ZyWALL will 
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34.7  Introducing IDP Custom Signatures 
Create custom signatures for new attack
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Flow If selected, the signature only applies to certain directions of the 
traffic flow and only to clients or servers. Select Flow and then select 
the identifying options. 

Established: The signature only checks for established TCP 
connections

Stateless
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34.8.2.2  Analyze Packets
Use the packet capture screen (see Section 53.3 on page 911) and a packet 
analyzer (also known as a network or protocol analyzer) such as Wireshark or 
Ethereal to investigate some more.

Figure 441   DNS Query Packet Details 
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35.2  The ADP General Screen
Click Configuration > Anti-X > ADP > General. Use this screen to turn 
anomaly detection on or off and apply anomaly profiles to traffic directions.

Figure 445   Configuration > Anti-X > ADP > General       

The following table describes the screens in this screen. 

Table 172   Configuration > Anti-X > ADP > General 
LABEL DESCRIPTION
General Settings

Enable 
Anomaly 
Detection
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35.3.1  Base Profiles
The ZyWALL comes with base profiles. 
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WEBROOT-DIRECTORY-
TRAVERSAL ATTACK
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TRUNCATED-HEADER 
ATTACK

This is when an ICMP packet is sent which has an ICMP 
datagram length of less than the ICMP header length. This 
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Content Filtering Profiles

A content filtering profile conveniently stores your custom settings for the 
following features.

• Category-based Blocking

The ZyWALL can block access to particular categories of web site content, such 
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filter policy. A content filter policy defines which content filter profile should be 
applied, when it should be applied, and to whose web access it should be applied.

Figure 454   







Chapter 36 Content Filtering

ZyWALL USG 100/200 Series User’s Guide





Chapter 36 Content Filtering















 Chapter 36 Content Filtering



Chapter 36 Content Filtering

ZyWALL USG 100/200 Series User’s Guide





Chapter 36 Content Filtering



 Chapter 36 Content Filtering

ZyWALL USG 100/200 Series User’s Guide



Chapter 36 Content Filtering



ZyWALL USG 100/200 Series User’s Guide 687

C
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8 A chart and/or list of requested web site categories display in the lower half of the 
screen.
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Black List

Configure black list entries to identify spam. The black list entries have the 
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38.7  Anti-Spam Technical Reference
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Here is an example of an e-mail classified as spam based on DNSBL replies. 

Figure 473   DNSBL Spam Detection Example 

1
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Monitored 
Interface 
Summary

This table shows the status of the device HA settings and status of the 
ZyWALL’s interfaces.

Edit Select an entry and click this to be able to modify it. 

Activate To turn on an entry, select it and click Activate.

Inactivate To turn off an entry, select it and click Inactivate.

# This is the entry’s index number in the list.

Status The activate (light bulb) icon is lit when the entry is active and dimmed 
when the entry is inactive.

Interface This field identifies the interface. At the time of writing, Ethernet and 
bridge interfaces can be included in the active-passive mode virtual 
router. The member interfaces of any bridge interfaces do not display 
separately.

Virtual Router 
IP /  Netmask

This is the master ZyWALL’s (static) IP address and subnet mask for 
this interface. If a backup takes over for the master, it uses this IP 
address. These fields are blank if the interface is a DHCP client or has 
no IP settings.

Management IP 
/ Netmask

This field displays the interface’s management IP address and subnet 
mask. You can use this IP address and subnet mask to access the 
ZyWALL whether it is in master or backup mode.

Link Status This tells whether the monitored interface’s connection is down or up.

Synchronization Use synchronization to have a backup ZyWALL copy the master 
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39.5  The Legacy Mode Screen
Virtual Router Redundancy Protocol (VRRP)

Legacy mode device HA uses Virtual Router Redundancy Protoc
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39.6  Configuring the Legacy Mode Screen
The Device HA Legacy Mode screen lets you configure general legacy mode HA 
settings including link monitoring, configure the VRRP group and synchronize 
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40.4.1  Default User Authentication Timeout Settings Edit 
Screens
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ZyWAL
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entries by that column’s criteria. Click the heading cell again to reverse the sort 
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To access this screen, log in to the Web Configurator, and click 
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42.3.1  The Service Group Add/Edit Screen
The Service Group Add/Edit screen allows you to create a new service group or 
edit an existing one. To access this screen, go to the Service Group screen (see 
Section 42.3 on page 760), and click either the Add icon or an Edit icon.
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CHAPTER  43 
Schedules
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CHAPTER  44 
 AAA Server

44.1  Overview 
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44.1.2  RADIUS Server 
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organizational boundaries. The following figure shows a basic directory structure 
branching from countries to organizations to organizational units to individuals. 

Figure 509   Basic Directory Structure 

Distinguished Name (DN) 

A DN uniquely identifies an 
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44.3.1  Adding a RADIUS Server 
Click Configuration > Object > AAA Server > RADIUS to display the RADIUS 
screen. Click the Add icon or an Edit icon to display the following screen. Use this 
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CHAPTER







Chapter 45 Authen
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Factory Default Certificate

The ZyWALL generates its own unique self-s
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The following table describes the labels in this screen.  

Table 225   
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The following table describes the labels in this screen. 

46.4  Certificates Technical Reference

OCSP
OCSP (Online Certificate Status Protocol) allows an application or device to check 
whether a certificate is valid. With OCSP the ZyWALL checks the status of 
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49.1.1  What You Can Do in this Chapter
Use the Configuration > Object > Endpoint Security screens (Section 49.2 on 
page 821
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50.7.5  Service Control Rules
Click Add or Edit
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50.7.7.5.2  Installing Your Personal Certificate(s)

You need a password in advance. The CA may issue the password or you may 
have to specify it during the enrollment. Double-click the personal certificate given 
to you by the CA to produce a screen similar to the one shown next

1 Click Next to begin the wizard.

Figure 559   Personal Certificate Import Wizard 1

2 The file name and path of the certificate you double-clicked should automatically 
appear in the File name text box. Click Browse if you wish to import a different 
certificate.

Figure 560   Personal Certificate Import Wizard 2
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5 Click Finish to complete the wizard and begin the import process.

Figure 563   Personal Certificate Import Wizard 5

6 You should see the following screen when the certificate is correctly installed on 
your computer. 

Figure 564   Personal Certificate Import Wizard 6
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Note: It is recommended that you disable Telnet and FTP when you configure SSH for 
secure connections.

Figure 570   Configuration > System > SSH

The following table describes the labels in this screen.  

Table 247   Configuration > System > SSH
LABEL DESCRIPTION
Enable Select the check box to allow or disallow the computer with the IP 

address that matches the IP address(es) in the Service Control table to 
access the ZyWALL CLI using this service.

Version 1
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• GetNext - Allows the manager to retrieve the next object variable from a table 
or list within an agent. In SNMPv1, when a manager wants to retrieve all 
elements of a table from an agent, it initiates a Get operation, followed by a 
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Hang Up check box is selected, the ZyWALL uses this hardware signal to force the 
WAN device to hang up, in addition to issuing the drop command ATH.

Response Strings

The response strings tell the ZyWALL th
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50.14  Language Screen 
Click Configuration > System > Language to open the following screen. Use 
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ZyWALL store system logs on a connected USB storage device. The other four logs 
are stored on specified syslog servers.

The Log Setting
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52.2  The Configuration File Screen
Click Maintenance > File Manager > Configuration File to open the 
Configuration File 
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Apply Use this button to have the ZyWALL use a specific configuration file.

Click a configuration file’s row to select it and click Apply to have the 
ZyWALL use that configuration file. The ZyWALL does not have to restart 
in order to use a different configuration file, although you will need to 
wait for a few minutes while the system reconfigures.

The following screen gives you options for what the ZyWALL is to do if it 
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Note: The Web Configurator is the recommended method for uploading firmware. You 
only need to use the command line interface if you need to recover the 
firmware. See the CLI Reference Guide for how to determine if you need to 
recover the firmware and how to recover it.

Find the firmware package at www.zyxel.com in a file that (usually) uses the 
system model name with a .bin extension, for example, “zywall.bin”. 
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The ZyWALL is deleting some zipped files.

The anti-virus policy may be set to dele
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Device HA is not working.

• You may need to disable STP (Spanning Tree Protocol).

• The master and its backups must all 
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I uploaded a logo to display on the upper left corner of the Web Configurator login 
screen and access page but it does not display properly. 
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CHAPTER  57 
Product Specifications
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Maximum Number of IPSec VPN Tunnels 100 100
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POWER CONSUMPTION 20 W MAX. 

SAFETY STANDARDS TUV, CE (EN 60950-1)

Table 279   United Kingdom Plug Standards
AC POWER ADAPTOR MODEL PSA18R-120P  (ZK)-R

INPUT POWER 100-240VAC, 50/60HZ, 0.5A
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APPENDIX  A 
Log Descriptions

This appendix provides descriptions of example log messages for the ZLD-based 
ZyWALLs. The logs do not all apply to all of the ZLD-based ZyWALLs. You will not 
unnecessarily see all of these logs in your device.  

 

Table 283   Content Filter Logs
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Table 287   SSL VPN Logs
LOG MESSAGE DESCRIPTION
%s %s from %s has 
logged in SSLVPN

A user has logged into SSL VPN. 

The first %s is the type of user account. 

The second %s is the user’s user name.

The third %s is the name of the service the user is using 
(HTTP or HTTPS).

%s %s from %s has 
logged out SSLVPN

A user has logged out of SSL VPN. 

The first %s is the type of user account. 

The second %s is the user’s user name.

The third %s is the name of the service the user is using 
(HTTP or HTTPS).

The Note field’s %s is the user name.

%s accesses web 
application %s
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The ZySH logs deal with internal system errors. 

Table 289   ZySH Logs
LOG MESSAGE DESCRIPTION
Invalid message queue. 
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Failed login attempt to 
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Duplicate sid <sid> in 
import file at line 
<linenum>.

The listed signature ID is duplicated at the listed line 
number in the signature file.
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Get outbound transform 
fail
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HTTPS port has been 
changed to port %s.

An administrator changed the port number for HTTPS.

%s is port number

HTTPS port has been 
changed to default 
port.

An administrator changed the port number for HTTPS back to 
the default (443).

HTTP port has changed 
to port %s.

An administrator changed the port number for HTTP.

%s is port number assigned by user

HTTP port has changed 
to default port.

An administrator changed the port number for HTTP back to 
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Console baud has been 
reset to %d.

An administrator changed the console port baud rate back to 
theba9d rate back to 
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Access control rule %u 
of %s was modified.

An access control rule was modified successfully.
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The profile %s has 
been paused because 
the HA interface of 
VRRP status was 
standby.

The profile is paused by Device-HA, because the VRRP status 
of that HA iface is standby, %s is the profile name.

Update the profile %s 
has failed because HA 
interface was link-
down.
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SCEP enrollment "%s" 
successfully, CA "%s", 
URL "%s"

The device used SCEP to enroll a certificate. 1st %s is a 
request name, 2nd %s is the CA name, 3rd %s is the URL .

SCEP enrollment "%s" 
failed, CA "%s", URL 
"%s"

The device was unable to use SCEP to enroll a certificate. 1st 
%s is a request name, 2nd %s is the CA name, 3rd %s is the 
URL 

Import X509 
certificate "%s" into 
My Certificate 
successfully

The device imported a x509 format certificate into My 
Certificates. %s is the certificate request name.

Import X509 
certificate "%s" into 
Trusted Certificate 
successfully

The device imported a x509 format certificate into Trusted 
Certificates. %s is the certificate request name.

Import PKCS#12 
certificate "%s" into 
"My Certificate" 
successfully

The device imported a PKCS#12 format certificate into My 
Certificates. %s is the certificate request name.

Import PKCS#7 
certificate "%s" into 
"My Certificate" 
successfully

The device imported a PKCS#7 format certificate into My 
Certificates. %s is the certificate request name.

Import PKCS#7 
certificate "%s" into 
"Trusted Certificate" 
successfully

The device imported a PKCS#7 format certificate into Trusted 
Certificates. %s is the certificate request name.

Decode imported 
certificate "%s" 
failed

The device was not able to decode an imported certificate. %s 
is certificate the request name

Export PKCS#12 
certificate "%s" from 
"My Certificate" 
successfully
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Windows version 
check fail in %s

A user’s computer did not match the Windows version check in 
the specified EPS object.

EPS checking 
result is pass.
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2 Select the Messenger service and click Start.

Figure 611   Windows XP: Starting the Messenger Service 

3 Close the window when you are done.

Windows 2000

1 Click Start > Settings > Control Panel > Administrative Tools > Services.

Figure 612   Windows 2000: Opening the Services Window 
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4
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3 In the Certificate Manager
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5 In the Install authority certificate dialog box, click Install.

Figure 656    Opera 9: Install authority certificate

6 Next, click OK.

Figure 657    Opera 9: Install authority certificate

7
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3 The next time you visit the web site, click the padlock in the address bar to open 
the 
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Note: Enabling the RTS Threshold causes 
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accounting and control features. It is supported by Windows XP and a number of 
network devices. Some advantages of IEEE 802.1x are:

• User based identification that allows for roaming.

• Support for RADIUS (Remote Authentication Dial In User Service, RFC 2138, 
2139) for centralized user profile and accounting management on a network 
RADIUS server. 

• Support for EAP (Extensible Authentication Protocol, RFC 2486) that allows 
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authentication method does not support data encryption wi



Appendix E Wireless LANs

ZyWALL USG 100/200 Series User’s Guide1062

Note: EAP-MD5 cannot be used with Dynamic WEP Key Exchange

For added security, certificate-based authentications (EAP-TLS, EAP-TTLS and 
PEAP) use dynamic keys for data encryption. They are often deployed in corporate 
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authentication. These two features are optional and may not be supported in all 
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• Omni-directional antennas send the RF sign
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hereunder. Any rights not expressly granted by ZyXEL to you are reserved by 
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Products derived from this software may not be called "Apache", nor may 
"Apache" appear in their name, without prior written permission of the Apache 
Software Foundation.

THIS SOFTWARE IS PROVIDED ``AS IS'' AND ANY EXPRESSED OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
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To protect your rights, we need to make 











 Appendix F Open Software Announcements

ZyWALL USG 100/200 Series User’s Guide 1105

means the combination of the Original Code, prior Modifications used by a 
Contributor, and the Modifications made by that particular Contributor. 

1.3. "Covered Code" 

means the Original Code or Modifications or the combination of the Original Code 
and Modifications, in each case including portions thereof. 

1.4. "Electronic Distribution Mechanism" 

means a mechanism generally accepted in the software development community 
for the elect
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this file only under the terms of the [____] License and not to allow others to use 
your version of this file under the MPL, indicate your decision by deleting the 
provisions above and replace them with the notice and other provisions required 
by the [___] License. If you do not delete the provisions above, a recipient may 
use your version of this file under 
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Copyright (C) 1999, 2000, 2002 Aladdin Enterprises. All rights reserved.

This software is provided 'as-is', without any express or implied warranty. In no 
event will the authors be held liable for any damages arising from the use of this 
software.

Permission is granted to anyone to use this software for any purpose, including 
commercial applications, and to alter it and redistribute it freely, subject to the 
following restrictions:

1. The origin of this software must not be misrepresented; you must not claim 
that you wrote the original software. If you use this software in a product, an 
acknowledgment in the product documentation would be appreciated but is not 
required.

2. Altered source versions must be plainly marked as such, and must not be 
misrepresented as being the original software.

3. This notice may not be removed or altered from any source distribution.

L. Peter Deutschghost@aladdin.com

This Product includes libpng software under the below License

Copyright (c) <year> <copyright holders>

This software is provided 'as-is', without any express or implied warranty. In no 
event will the authors be held liable for any damages arising from the use of this 
software.

Permission is granted to anyone to use this software for any purpose, including 
commercial applications, and to alter it and redistribute it freely, subject to the 
following restrictions:

1. The origin of this software must not be misrepresented; you must not claim 
that you wrote the original software. If you use this software in a product, an 
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2. Altered source versions must be plainly marked as such, and must not be 
misrepresented as being the original software.

3. This notice may not be removed or altered from any source distribution.
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 *    Magnus Holmgren

 *    Greg Roelofs
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To obtain the services of this warranty, 
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